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Student uncovers ‘severe data security issue’ within DeKalb County schools-The files at risk contained
information for about 93,000 students and 15,500 employees.
A massive data breach has exposed four years’ worth of records of nearly 500,000 Chicago Public
Schools students and just under 60,000 employees
24 school districts and 18 charter schools in New York — totaling “at least” a million students in the
state — were impacted by the breach of private student data that occurred during a January
cyberattack on Illuminate Education’s systems- breaches also occurred through Illuminate in
Connecticut, California, Oklahoma, Colorado 
Data Security:Recent K-12 Data Breaches Show That Students Are Vulnerable to Harm;
HOW DOES THIS MAKE YOU FEEL?

Dec 16,  2021 The Virginia Department of Behavioral Health and Developmental Services
(DBHDS) victim of a global ransomware attack
THE SAME DAY Chesterfield County public schools reported website and internet outage "Shawn
Smith with CCPS said the outage is due to a fiber optic line that was cut in the Richmond area"
I won't explain the HUGE LEGAL PROBLEM THERE.  

DO NOT LET THE TERM DATA BREACH FOOL YOU- THESE ARE TARGETED CYBER ATTACKS
ON OUR CHILDREN AND THE FEDERAL GOVERNMENT DOES NOTHING. 

Every day our children go to school and have data collected on them and computed in ways we could have
never imagined- because we have trusted the public school system for so long that even though our
parental gut instincts told us, months, years or even decades ago that there was something very anti-
American about the slow creep of Federalized education we saw glimpses of, if not the full scope of it. 

Now, with no textbooks to read through, paper tests to look over once graded, folder of homework sent
home or even carbon interim report cards to sign and send back- those little rectangle electronic devices
we once thought miraculous are tallying up positive or negative data stored in whatever mysterious realm
where all we are told is that "it is safe because it is in the United States". 

The latest data breaches of student and teacher data- 

With the rise of the Social Emotional Learning nightmare, or actually our awakening to its existence, most
of of us have been asking ourselves, "why the need to assess social and emotional skills in children?"
Some people will tell you that this is needed  to help the “students at risk.” Some will tell you it is needed
because of all the trauma children experienced from being locked in their homes during "COVID". But if you
stop and listen to what you are being told in the midst of the propaganda driving us to hate each other
because of our skin color, or what gender we may or may not be, or what you society has told you you
MUST feel about someone who thinks differently than you or you too will become an outlier- you will hear
language specific to turning our children into mechanisms driven toward Artificial Intelligence NOT Social or
Emotional Intelligence.

WE HOPE THIS PRIMER AND TOOLKIT HELPS EXPLAIN THE CONCEPTS OF STUDENT DATA,
INCLUDING WHO USES THE DATA, STUDENT DATA PRIVACY RISKS AND HARMS AND YOU

THEN USE ALL OF THE RESOURCES TO PROTECT YOUR CHILDREN FROM SO MUCH UNKNOWN
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It’s difficult for parents to imagine just how much information is collected about students in schools today,
or how that information is used, stored, and shared with others. 

During the course of a normal school day — and throughout a child’s life from kindergarten to graduation
from high school — an incredibly large amount of data, including highly sensitive information, is shared
without parental knowledge or consent with vendors providing operational services or companies offering
educational programs. Rather than secured in a file cabinet or kept on the school’s computer servers,
personal student information is often transmitted to and stored in the “cloud” to facilitate access and use
by third parties- this includes the lunch line- to monitor under the guise of "free lunch program" as well as
bus badges and computer devise as "textbook" your locality uses- they all come with RF (radio
frequency) tracking chips so they know where your child is (along with the computer) at all times- which
includes where you live. 

Federal laws intended to protect students’ data held by or for schools are simply inadequate to address
the challenges of today’s digital age- and have been gutted in the last decade with a direct purpose. In
2008 and 2011 Obama systematically  FERPA -Family Educational Rights and Privacy Act- These
amendments increased private company and third-party access to student data.

The 2008 changes expanded the definition of "school officials" to include "contractors, consultants, third
party venders etc. In 2011 new regulations broadly define "education programs" to encompass programs
not only focused on "improving academic outcomes" but also related to "bullying prevention, cyber-
security education, and substance abuse and violence prevention" regardless of whether the program is
administered by an educational agency or institution. 

Data privacy as a fundamental right. Individual privacy rights are recognized in the US Constitution,
the UN Declaration of Human Rights, and in over 80 countries around the world. Privacy rights also
provide the foundation for other important rights, including self-determination and free expression.

Data privacy includes a person’s control over how their personal information “flows” between them
and any third parties (how it is used and shared). 

Data privacy is subjective, as each person has unique privacy preferences and expectations. What feels
invasive or creepy to one person may be innovative or cool to another. Many factors influence these
preferences and expectations, including a person’s familiarity with the entity or person collecting their data,
whether a person is from a marginalized community whose data has been used in inequitable ways, their
cultural background, and their trust in data-holding organizations.

Data privacy is contextual. Whether it is appropriate to use or share personal data in a particular
manner depends on ever-evolving social and ethical norms and on legal frameworks. To ensure that
people understand an education agency’s or institution’s community norms about data use, the agency
or institution must communicate and engage directly with their community members.

STUDENT PRIVACY - WHY SHOULD PARENTS BE CONCERNED?

http://www.vafcf.org/
https://studentprivacymatters.org/
https://studentprivacycompass.org/resource/student-privacy-primer/


Social Harm: Revealing personal and sensitive student information can result in stigmatization and
cyberbullying.
Over-Surveillance: Over-collection and monitoring of student data and online activity can have
chilling effects, such as discouraging students’ interest in learning or taking healthy risks.
A Permanent Record: This regards how long institutions retain records of events, specifically
mistakes, potentially tethering students to their past in limiting or harmful ways.
Loss of Opportunity: Student data can be used to make decisions about students that can result in
denials of opportunity.
Age-Inappropriate Content: Students may access inappropriate websites and online content.
Safety: Personal or otherwise sensitive information may be revealed that could endanger students’
safety.

Grades, test scores, attendance, discipline and health records, and college and career goals that
schools track to help them follow a student’s progression throughout their education career;
Recorded observational data, which educators generate throughout the school day, about a
student’s behavior, motivation, or interests; 
continuous questioning on all children's home life, well being, food and transportation access,
amounts to a disturbing trend of asking children what seem like benign questions, that when mixed
with the new involvement of social workers in schools leaves a lot to be answered

They are collecting data on EVERYTHING our children do- here are couple handfuls of examples none
having real educational value they claim- 

The U.S. Department of Education (USED) has been pushing, bribing, and otherwise “incentivizing”
states to expand their student data systems to track students from preschool through the workforce.
Using this data, USED claims, can transform education to ensure that each child develops into the type
of worker and global citizen the government wants him to be.

The House Committee on Oversight and Government Reform held on November 17, Inspector General
Kathleen Tighe testified that USED’s so-called “data security” system is riddled with vulnerabilities. The
problems encompass both lax controls over the people allowed access to sensitive data, as well as
outdated technology and inadequate security to prevent unauthorized access.

The Office of the Inspector General (OIG) found that of the 97,000 account/users with access to this
information (government employees and contractors), fewer than 20 percent have undergone a
background check to receive a security clearance. Parents should be horrified at this casual approach to
allowing data access.

OIG and the General Accounting Office (GAO) found that the security mechanisms protecting that data
are abysmal. Tighe’s indictment was devastating: “During our testing of the EDUCATE environment, OIG
testers were able to gain full access to the Department’s network and our access went undetected by
Dell [the vendor] and the Department’s Office of the Chief Information Officer.” 

We are humans with beautiful, unique minds that are allowing the 1% to drive "future ready learning with
21st century soft skills to become better global citizens" while in the same breath they will then speak of
global population control. They are determining who will be the alphas and who will be the gammas with
"early childhood education" and their station in life WILL ACTUALLY be set at birth based on DATA. 
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WHAT IS STUDENT DATA?WHAT IS STUDENT DATA?  
By the time a child enters Kindergarten

they have already amassed a ton of
data that once in the public school

system then goes into the data cloud 
vaccines, medications, preschool

evaluations, gender, race, and if you
have been in Head Start or a

Government free preschool program,
your "data locker" is already full of 

 "early childhood" assessments- will
these early assessments lock our

toddlers into the worthy or unworthy,
Alphas or Gammas, based on

resiliency judged by a teacher at age
four?

When a child receives
their Student ID it

becomes their own mini
Social Security number

for the next 12 years
and "free lunch" has
started a folder on

parental data collection
based on finances

By first grade most
children will have their
Chromebook or Ipad (1:1
device) packed full of
educational apps and

onlline "textbooks" ready
to track every click, click
rate etc. plus RF chips to
track their every move

and "safety features" to
follow everything they do

on their device 

Here are a few
apps you may have

seen that collect
millions of points

of data on our
children- and you

if you have the
Zuckerberg

ParentVue on your
phone

Non-Cognitive mental
health assessments  are
done on our children by

teachers K-8 and they self
report on themselves 9-12,

have you ever received
notice to opt out?

The Statewide
Longitudinal System -

a huge national
freeway of our
children's once

private information -
accepted by the

state for more Fed Ed
Grant money

How will this locker full of
emotional quotient determine our

children's futures? 
THAT is the big question. 

http://www.vafcf.org/
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EDTECH IS OUT OF CONTROL- YOUNG EDTECH 
 COMPANIES,WITH PRESUMABLY GOOD INTENTIONS,

ARE BEING TARGETED AND SWALLOWED UP, BECOMING
WEAPONS FASHIONED, BY ELITIST PHILANTHROPISTS,

AS WEAPONS AGAINST OUR CHILDREN. 

How many of these are your child's school issued device?
Do you know? Because they are supposed to notify you and give you

the chance to opt out. ONE county in the state of VA gave
appropriate TRANSPARENT individual letters sent to parents with

an opt out option- ONE- FAIRFAX! 
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FERPA (Family Education Rights and Privacy Act)
Passed in 1974, the Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is
administered by the U.S. Department of Education and applies to federally-funded schools and universities. It bars
the disclosure of personally identifiable information (PII) in student education records—like grades, test scores,
disciplinary records, contact and family information, and class schedules—to third parties without parental consent,
but with some loopholes described below. 

When FERPA was enacted almost forty years ago, Congress made it clear that students' personal information
should not be made widely available. Congress was particularly concerned that if student records fell into the
hands of private parties, these records could hurt students later in life when, for example, students were seeking
jobs.

The law has been considerably weakened through regulatory changes in the past ten years, and was written
before the emergence of computerized data systems and data-collecting learning softwar- both of these factors
allow student PII to be easily shared with others outside of the school.

FERPA contains multiple “exceptions,” or certain circumstances under which student PII may be disclosed to
parties outside of the school or district without parental consent. The most widely used is the “school official”
exception, which allows student PII to be shared with vendors, consultants, contractors, and volunteers with
“legitimate educational interests” who are performing “institutional services or functions” for the school. Common
examples include online instruction and assessment providers, bus or cafeteria service companies, vendors that
provide student information systems, and parents or other classroom volunteers.

The Education Department and Privacy Safeguards DESTROYED BY OBAMA
In 2008 and 2011, the U.S. Education Department amended the regulations for the Family Educational Rights and
Privacy Act (FERPA). These amendments increased private company and third-party access to student data. This
e 2008 changes expanded the definition of "school officials" to include "contractors, consultants, volunteers, and
other parties to whom an educational agency or institution has outsourced institutional services or functions it
would otherwise use employees to perform

Surprisingly, in 2011, the Education Department again loosened the safeguards for student records by modifying
the key terms "education programs" and "authorized representatives" to permit greater disclosure of student data.
Under FERPA, "authorized representatives" of the U.S. comptroller general, the secretary of education, and state
educational authorities may access student records to audit or evaluate federally supported "education
programs."9 The new regulations broadly define "education programs" to encompass programs not only focused
on "improving academic outcomes" but also related to "bullying prevention, cyber-security education, and
substance abuse and violence prevention" regardless of whether the program is administered by an educational
agency or institution.10And previously, "authorized representatives" were exclusively entities over which
educational authorities had "direct control, such as an employee or a contractor of the authority."11 Now,
authorized representatives can be any individual or entity that educational authorities select as an authorized
representative.
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STUDENT PRIVACY RIGHTS UNDER FEDERAL LAW  
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Inspect and review the student’s education records maintained by the school. Schools are not
required to provide copies of records unless it is impossible for parents or eligible students to review
the original records (e.g., they live far away).
Request that a school correct records they believe to be inaccurate or misleading. If the school
decides not to amend the record, the parent or eligible student then has the right to a formal
hearing. After the hearing, if the school still decides not to amend the record, the parent or eligible
student has the right to place a statement with the record setting forth his or her view about the
contested information.
Halt the release of personally identifiable information.
Obtain a copy of the institution’s policy concerning access to educational records.

Parents or eligible students have the right to take the following actions:

While schools must obtain prior written consent from a parent before releasing most PII, directory
information may be released without consent under certain conditions. 

Consent to Disclosure of Personally Identifiable Information
Parents alone have the authority to permit the release of their child’s personally identifiable
information. The school may not release the PII information to a third party without the authorization
from the parent. Personally identifiable information—often abbreviated as PII—refers to any data or
information about students collected by schools, districts, government agencies, or organizations and
companies working with schools that might reveal the identity or personal information of specific
students or that could allow someone to indirectly track down the identity or personal information of
students.
(a) The student's name; 
(b) The name of the student's parent or other family members; 
(c) The address of the student or student's family; 
(d) A personal identifier, such as the student's social security number, student number, or biometric
record; 
(e) Other indirect identifiers, such as the student's date of birth, place of birth, and mother's maiden
name; 
(f) Other information that, alone or in combination, is linked or linkable to a specific student that would
allow a reasonable person in the school community to identify the student with reasonable certainty.
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Congress enacted the Children’s Online Privacy Protection Act (COPPA) (15 U.S.C. 6501-6505) in 1998. It is

enforced by the Federal Trade Commission (FTC). The primary goal of COPPA is to allow parents to control

what personal information is collected online from their children under age 13. The law applies to any vendors

or operators of child-directed websites, online services including web-based testing, and programs or

applications (“apps”) that collect, use, or disclose children’s personal information, whether at home or at

school. Personal information can include a child’s name, email, phone number, screen name, geolocation,

photo, voice recording, or other persistent unique identifier.

Key Terms:

Personal Information  means individually identifiable information about an individual

collected online, including
● First and last name

● Home or other physical address including street name and name of a city or town

● Online contact information (Screen name or user name that functions in the same manner as online contact

information)

● Telephone number

● Social Security Number

● Persistent identifier that can be used over time and across different Web sites or online services. These

include, but are not limited to,

o Customer number held in a cookie o Internet Protocol (IP) address

o Processor or device serial number o Unique device identifier

● Photo, video, or audio file where such file contains the child’s image or voice

● Geolocation information sufficient to identify street name and city or town

● Information concerning the child or the parents that the operator collects online from the child and

combines

with an identifier described above

Data Collection:

● Active Data Collection  – operator  directly solicits  information from children or enables children to make

their

personal information available

● Passive Data Collection  –  tracking  or use of “any identifying code linked to an individual, such as a cookie,”

as

well as any other “identifiers” that can be used to identify, contact, or locate a child over time and across

different websites or online services

WWW.VIRGINIANSFORCHILDRENFIRST.ORG

STUDENT PRIVACY RIGHTS UNDER FEDERAL LAW  
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COPPA requires operators (online service providers, website operators, etc.) to
● Provide notice to parents

o Wishes to collect personal information from an individual child o Type of information it wishes to collect

o Purpose of information collection

o Means by which parents can provide and revoke consent

● Obtain   verifiable parental consent   before   they begin  collecting, using or disclosing  information from

children under age 13

o COPPA permits a school to obtain parental consent on the operator’s behalf, as long as the operator

uses the information only on behalf of the school pursuant to the agreement between the school and the

operator. [from COPPA FAQs M(1) – M(3)]

    

 An operator must obtain consent directly from the parents if it wants to use the data

collected from the school for its own commercial purposes [from COPPA FAQs)]
● Manage Disclosures to Third Parties

● Maintain a Privacy Policy in easy to understand terms on their website

o Names of all operators that collect or maintain personal information from children

o Define the type of information the provider collects, and whether collection is active or passive (see

Data Collection above)

o Uses, or potential uses, of the information

o Disclosure and uses by third parties

o Parents may give limited consent to the collection and use of their child’s personal information

without consenting to its disclosure

o Operator cannot condition a child’s participation in an activity on his disclosure of more information

than is “reasonably necessary”

o Parent may review his or her child’s personal information, request its deletion, and refuse consent to

further data collection

● Retention and Disposal of personal information

o Retain personal information “for only as long as is reasonably necessary” o Protect against

unauthorized access even when disposing of information

COPPA   and Schools – See  Complying with COPPA: Frequently Asked Questions, section  M: COPPA and

Schools for specific guidance from the FTC  (the document linked below provides guidance for schools on

COPPA compliance issues related to providing access to online services for students under age 13)

https://www.ftc.gov/tips advice/business center/guidance/complying coppa frequently asked -

questions#Schools
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Prohibitions Against Mandatory Collection: Companies cannot require children to provide more

information than is reasonably needed for participation in an activity.

Use Prohibitions: Ed tech providers that collect personal information from a child with the school’s

authorization are prohibited from using the information for any other commercial purpose

including marketing or advertising. 

Retention Limitations: Ed tech providers are prohibited from retaining children’s personal

information for longer than is necessary to fulfill the purpose for which it was collected and

therefore cannot keep such data just because they might want to use it in the future.

Security Requirements: Ed tech providers must have procedures to maintain the confidentiality,

security, and integrity of children’s personal information.

The Federal Trade Commission announced today that it will crack down on education technology

companies if they illegally surveil children when they go online to learn. In a new policy statement

adopted today, the Commission made it clear that it is against the law for companies to force parents

and schools to surrender their children’s privacy rights in order to do schoolwork online or attend class

remotelyThe policy statement underscores that, even as companies across the economy become more

aggressive in harvesting and monetizing individuals’ data, ed tech providers cannot do the same:  Ed

tech providers must comply fully with all provisions of the COPPA Rule. Today’s policy statement

makes clear that the Commission will vigilantly enforce the law to ensure that companies covered

under COPPA are complying with all of the rule’s provisions, including:

The Commission voted 5-0 at an open meeting to adopt the policy statement. Chair Lina M. Khan as

well as Commissioners Rebecca Kelly Slaughter, Christine Wilson and Alvaro Bedoyaissued statements

on the matter.

The Federal Trade Commission works to promote competition and protect and educate consumers.

Learn more about consumer topics at consumer.ftc.gov, or report fraud, scams, and bad business

practices at ReportFraud.ftc.gov

FTC TO CRACK DOWN ON COMPANIES
THAT ILLEGALLY SURVEIL CHILDREN

LEARNING ONLINE
 

They have made
the first move-

now we make
them follow

through Call
and express

your concern! 
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Student name
Telephone numbers (e.g.,
home, cell, etc.)
Parent personal information
(e.g., name, address, phone,
email address, etc.)
Photograph
Video or electronic images 
Date of birth
Place of birth
Home or permanent address
E-mail address

Dates of attendance
Weight/Height Enrollment
Status Grade
Most recent school or
educational institution
attended
Participation in officially
recognized activities and
sports Degree(s) received
Awards and honors received
Clubs/Affiliations
School or district issued
student ID number*

I understand that the Family Educational Rights and Privacy Act (FERPA), a federal law, allows my

school or school district to disclose designated “directory information” to third parties without my

written consent, unless I inform the school/district otherwise, and according to any existing policies

and/or procedures.

I am submitting this form because: [choose one option]

My child's school or school district does not have a “directory information” policy.

My child's school or school district's existing “directory information” policy does not sufficiently protect

my child's privacy.

PARENT OR GUARDIAN NAME: __________________________________________________

 STUDENT NAME: _____________________________________________________________

STUDENT GRADE: _____________________________________________________________

STUDENT ID NUMBER: ________________________________________________________

SCHOOL NAME: :______________________________________________________________ 

DATE: ________________________________________________________________

PARENT/GUARDIAN SIGNATURE (IF STUDENT IS UNDER 18): ______________________________

PARENT OR GUARDIAN EMAIL ADDRESS: ____________________________________________

STUDENT SIGNATURE (IF STUDENT IS OVER 18): _______________________________________

Directory information that I ALLOW the school or district share:

(Note: Check only the information you ALLOW your school or district to share.)

*NOTE: A student ID number may or may not be considered as directory information depending on how

the school/district uses it. 

SAMPLE LETTER TO OPT OUT OF DISCLOSURE
OF DIRECTORY INFORMATION (DATA MINING) 

http://www.vafcf.org/


I ALLOW those elements of my child's directory information checked above

to be shared only with the following parties:

In school or district publications, including a yearbook, graduation program, theater

playbill, athletic team or band roster, newsletter, and other such publications.

With the U.S. Military.

With colleges and other educational institutions.

With prospective employers.

With political officers.

With the National Student Clearinghouse.

With news media.

With the school PTA or district parent organization.

With other groups and entities outside of the school or district, including community,

advocacy and/or parent organizations. With companies that are selling products or

services.

With charter schools or mailing houses used by charter schools to send recruiting

materials to families.

On official school-related websites or social media accounts.

On school employees' personal websites or social media accounts.

To sign up my child for online educational tools or classroom applications (apps).*

*NOTE: FERPA allows a school or school district to share a wider array of students’ 

personal information — beyond directory information — with individuals or companies

offering operational services, online educational tools or classroom applications (apps)

without parental knowledge or consent, or allowing for opt out, as well as for research

or evaluation purposes.2

REFERENCES

1. U. S. Department of Education, Family Educational Rights and Privacy Act (FERPA)

Model Notice for Directory Information. See http://familypolicy.ed.gov/content/ferpa-

model-notice-directory-information

2. U.S. Department of Education, Privacy Technical Assistance Center, FERPA Exceptions

- Summary. See

http://ptac.ed.gov/sites/default/files/FERPA%20Exceptions_HANDOUT_horizontal_0.pd

f
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SAMPLE LETTER CONTINUED
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COPPA- REQUEST TO INSPECT EDUCATION RECORDS
HELD BY THE SCHOOL, DISTRICT, OR STATE (DATA

COLLECTED) 
I understand the Federal Education Rights and Privacy Act (FERPA), a federal law, gives

parents the right to inspect the information in their child’s education records, as collected

and maintained by the state, district or school. According to the U.S. Department of

Education, education records “include but are not limited to grades, transcripts, class lists,

student course schedules, health records (at the K-12 level), student financial information (at

the postsecondary level), and student discipline files. The information may
be recorded in any way, including, but not limited to, handwriting, print, computer media, videotape,

audiotape, film, microfilm, microfiche, and e-mail.” Source: 34 CFR § 99.3 “Education Records” and

“Record”

I further understand that the school or district may not charge a fee to search for or to retrieve

education records but they may apply a reasonable fee to provide copies of education records, and

must provide them in a readable form within 45 days of the request.
As such, please accept this request for access to all personally identifiable information in my child's

education records, including the records you are required to maintain regarding disclosures of or

requests for my child's personal information from organizations conducting studies for or on behalf of

the school, and from Federal, State, or local educational authorities. The records must also include all

unauthorized disclosures of my child's information, including instances of data breaches or security

hacks. Source: 34 CFR § 99.32 Recordkeeping Requirements.

If you estimate that the fees for copies of these records will exceed [$ ________], please inform me
first.

PARENT OR GUARDIAN NAME:
 _______________________________________________
STUDENT NAME: 
________________________________________________
STUDENT GRADE:
 ____________________
STUDENT ID NUMBER:
 __________________________________________________
SCHOOL NAME:
___________________________________________________ 
DATE:
 ___________________
PARENT/GUARDIAN SIGNATURE (IF STUDENT IS UNDER 18):
____________________________________________
PARENT OR GUARDIAN EMAIL ADDRESS:
________________________________________________________ 
PARENT'S HOME ADDRESS
___________________________________
____________________________________
 PARENT OR GUARDIAN PHONE:
______________________________________________________________
 STUDENT SIGNATURE (IF STUDENT IS OVER 18):
___________________________________________________

http://www.vafcf.org/
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COPPA FORM REQUESTING THAT
SCHOOLS/DISTRICTS EXERCISE THEIR RIGHTS

ON BEHALF OF PARENTS
 Background information: The Children’s Online Privacy Protection Act, or COPPA, is a

federal law that allows parents to control what information is collected online from their
children under the age of 13.

Congress enacted the Children’s Online Privacy Protection Act (COPPA) (15 U.S.C. 6501-
6505) in 1998. It is enforced by the Federal Trade Commission (FTC).
The primary goal of COPPA is to allow parents to control what personal information is
collected online from their children under age 13. The law applies to any vendors or
operators of child-directed websites, online services including web-based testing, and
programs or applications (“apps”) that collect, use, or disclose children’s personal
information, whether at home or at school. Personal information can include a child’s
name, email, phone number, screen name, geolocation, photo, voice recording, or other
persistent unique identifier. But it’s important to note that COPPA only applies to personal
information collected online directly from children; it does not cover information collected
by adults that pertains to children. 

The Federal Trade Commission’s provides official guidance on how COPPA applies to the
educational or “Schools” context, including the following:

“Many school districts contract with third-party website operators to offer online
programs solely for the benefit of their students and for the school system – for example,
homework help lines, individualized education modules, online research and
organizational tools, or web-based testing services. In these cases, the schools may act as
the parent’s agent and can consent to the collection of kids’ information on the parent’s
behalf. However, the school’s ability to consent for the parent is limited to the
educational context – where an operator collects personal information from students for
the use and benefit of the school, and for no other commercial purpose…
In order for the operator to get consent from the school, the operator must provide the
school with all the notices required under COPPA. In addition, the operator, upon request
from the school, must provide the school a description of the types of personal
information collected; an opportunity to review the child’s personal information and/or
have the information deleted; and the opportunity to prevent further use or online
collection of a child’s personal information.” (see more here: https://www.ftc.gov/tips-
advice/business-center/guidance/complying-coppa-frequently-asked-
questions#Schools).

Since COPPA gives schools the authority to demand the types of personal information
collected on your child under 13, review your under 13 child’s personal information or
have it deleted, and prevent further use or collection of his/her personal information,
please use this form to request that your school exercises its rights on your behalf:

http://www.vafcf.org/
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions#Schools)
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[Date]
[To your school’s principal and/or your under-13 child’s teacher]:
Per the Federal Trade Commission’s website, “Congress enacted the Children’s Online Privacy
Protection Act (COPPA) in 1998 … The primary goal of COPPA is to place parents in control over
what information is collected from their young children online… The Rule applies to operators of
commercial websites and online services (including mobile apps) directed to children under 13
that collect, use, or disclose personal information from children, and operators of general
audience websites or online services with actual knowledge that they are collecting, using, or
disclosing personal information from children under 13.”
The FTC’s guidance further states that a school may sign up a child for online websites subject to
COPPA but that a “school’s ability to consent for the parent is limited to the educational context
– where an operator collects personal information from students for the use and benefit of the
school, and for no other commercial purpose.” It further states that in “order for the operator to
get consent from the school, the operator must provide the school with all the notices required
under COPPA. In addition, the operator, upon request from the school, must provide the school a
description of the types of personal information collected; an opportunity to review the child’s
personal information and/or have the information deleted; and the opportunity to prevent
further use or online collection of a child’s personal information.”  https://www.ftc.gov/tips-
advice/business-center/guidance/complying-coppa-frequently-asked-questions#Schools.)

It has come to my attention that my under-13 child is participating in one or more online
programs at school which is/are collecting [his or her] personal information. While I understand
that my under-13 child’s teacher, school and/or district has authority under the Children’s
Online Privacy Protection Act to create an online account on [his or her] behalf with an online
operator, or instruct my under-13 child to create his or her own account, it is also my
understanding that the online operator must provide my school, upon request:
1. A description of the types of personal information collected on my under -13 child;
2. The opportunity to review my under-13 child’s personal information and have the information
deleted;
3. The right to opt out of any further use or collection of my under-13 child’s personal
information by the online operator.
Since my under-13 child or one of the school’s employees created an online account for my child
at school, I request that the school and/or district immediately notify each online operator listed
below to [choose one or more: 1. provide my school a description of the types of personal
information collected on my under-13 child; 2. allow my school to review and/or delete all the
personal information collected on my under-13 child; and/or 3. allow my school to refuse the
online operator from further using or collecting my under-13 child’s personal information] in the
following online program(s):
_____________________________________________________________________
_____________________________________________________________________
_____________________________________________________________________
Thank you for your assistance,
Name____________________________________________ relation to child______________,
child’s name______________________________ and grade____________________
Your Address____________________________________, Phone_____________________,
Email_______________________________________________

http://www.vafcf.org/
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions#Schools
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Prior/Opt-Out Notice

Health Care, Mental Health Care, Psychological Screening,
and Counseling for My Child/Children

To: Superintendent of Schools
of______________________________________________
Principal,_______________________________________________(name of school)
From: The Parents
of__________________________________________________________
This letter serves to provide notice that absent (without) our/my written consent, our/my
child may not be subject to any form of health care, mental health care, psychological,
social services or counseling screening or tests, including those provided by a School
Based Health Center.
We/I formally exempt our/my child from all health care, mental or social programs and
screening, whether directly by the school, School Based Health Center (SBHC), Wellness
Center, Health Resource Room or through an affiliated resource. Concerns by school staff
relating to our/my child’s purported health/mental health, are to be brought to me/us
for me/our attention and assessment. School staff or School Based Health Center staff
are not to take it upon themselves to obtain a diagnosis or to provide health/mental
health treatment, analysis, referral or labeling of any nature. Assessment and testing are
to center on academics and physical fitness only. The informed consent requirement
encompasses, but is not necessarily limited to, the following activities:

1. School or School-Based Health Care counseling related to mental or physical health
2.Behavioral, mental health, depression/suicide or psychological/behavioral screenings
of any nature and/or diagnostic instruments (ie., TeenScreen, Healthy Teen Survey,
School Climate Survey, emotional factors such as anger or peer relationships, sexual
activity or orientation).
3. Anger management, “self-esteem”; “conflict resolution” courses; group or family
counseling.

This is not a complaint against the school. Rather, it is an exercise of parental rights
made necessary by events globally in which children have been harmed and their rights,
safety and health injured by health/mental health assessments, diagnosis and
treatments which are based upon subjective tests having no basis in science.

I thank you in advance for your cooperation in this matter. For our mutual protection and
to assure there is no misunderstanding, a copy of this letter is on file with my/our
attorney. This notice applies until and unless revoked in writing by us/me, and it is to
follow our/my child through progressive levels of school in this jurisdiction, district or
county.

Dated ________ 
___________________,Parent(s) or Guardian of _________________ 
cc: __________________School District Board of Education

http://www.vafcf.org/
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QUESTIONS TO ASK ABOUT STUDENT
INFORMATION THE SCHOOL OR DISTRICT

COLLECTS, USES AND SHARE 
WHAT KIND OF INFORMATION DOES THE SCHOOL OR DISTRICT COLLECT about students and why?
Who is it shared with? Will parents be notified about which personal data is collected or shared,
as is considered best practice?

 HELPFUL HINT:
The U.S. Department of Education Privacy Technical Assistance Center recommends that schools
and/or districts should: • Develop and publish a data inventory listing the specific information it
collects from or about students; and
• Explain why it collects each piece of student information (e.g., for state or federal reporting, to
provide educational
services, to improve instruction, to administer cafeteria services, etc.).

IF DATA IS STORED IN A STUDENT INFORMATION SYSTEM (SIS), like InfiniteCampus or
PowerSchool, who has access to my child's data, and what are they permitted to do with it? Can
only her/his teachers, counselor and principal see it, or can other teachers and district officials
access it? What about individuals or organizations outside the school or district?

IF I WOULD LIKE TO ACCESS AND REVIEW my child's information stored in his or her education
records as well as the data in the SIS, as is my right under federal law, how can I do this?

WILL THE SCHOOL INFORM PARENTS when there is a breach of their children’s data by the school
or district? What methods will be used to inform parents, and how quickly will it happen?

WHEN WILL THE SCHOOL OR DISTRICT DELETE my child's personal data? Once she/he graduates
from high school, or if we move? And will all data be deleted or just some of it?
Questions to ask about student information the district shares with the state department of
education, the federal government or researchers

EXACTLY WHAT STUDENT INFORMATION is the school or district required to share with the state
education department? n IF I WOULD LIKE TO ACCESS AND REVIEW this information for my child,
as is my right under federal law, how can I do this?

IF THE SCHOOL OR DISTRICT PARTICIPATES IN A STUDY by independent researchers or the U.S.
Department of Education, will they notify parents before sharing personal student information
and explain why de-identified or aggregated data are not sufficient for the study?

IF YOU DON’T KNOW the answers to the above questions, who should I ask?
  

http://www.vafcf.org/
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 QUESTIONS TO ASK ABOUT YOUR CHILD'S USE
OF ONLINE PROGRAMS AND CLASSROOM

APPLICATIONS (APPS)
 WHICH CLASSROOM APPS and online programs are going to be assigned to my child, and what are
their privacy policies?

DO YOU KNOW WHAT INFORMATION VENDORS COLLECT about my child, how it is being used, and with
which other third parties or contractors the vendors may be sharing the data?

IS THE VENDOR OR CONTRACTOR ALLOWED to use my child’s data for marketing purposes? Will my
child see ads as part of the program, or will ads be delivered to my child or to me? If so, how can we
opt out of this?
n HAVE THESE PROGRAMS BEEN VETTED by the school, districts, or state for privacy and security? If so,
what are the standards for approval?

IF NOT, WHAT ACTIONS HAVE YOU TAKEN TO ENSURE that my child’s data will be safe from breach or
abuse, and to ensure that these apps comply with state or federal law?

HOW CAN I ACCESS AND REVIEW my child's private information held by these companies and/or request
that the information be deleted?

 HELPFUL HINT:
The U.S. Department of Education Privacy Technical Assistance Center recommends that schools and/or
districts "provide parents with a list of online educational services or 'apps' that are approved for use in
the classroom."

  HELPFUL HINT:
If your child is under the age of 13, the federal law known as COPPA requires your school to know how
the company will use your child's private information before they are allowed to sign up your child to
use the classroom app or online program on your behalf. If the company will use your child's private
information for any purpose outside of the educational context, the school (or a teacher) may not sign
up your child for that classroom app or online program without your permission.

 HELPFUL HINT:
Schools or districts that designate companies as "school officials," and then disclose students'
personally identifiable information from education records to them, should consider their obligations
under the federal law known as FERPA. According to the U.S. Department of Education Privacy
Technical Assistance Center: "Whenever a provider maintains a student’s education records, the school
and district must be able to provide the requesting parent (or eligible student) with access to those
records. Schools and districts should ensure that their agreements with providers include provisions to
allow for direct or indirect parental access."

 WILL THE SCHOOL INFORM PARENTS when there is a breach of student data by a third party or service
provider? If we learn of such a breach, what will be done to minimize impacts? Does the vendor have
any liability or responsibility to provide credit monitoring or a credit freeze for families who are
affected?
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 QUESTIONS TO ASK ABOUT DATA BREACHES 
 AND ONLINE LEARNING IN GENERAL

 HELPFUL HINT:
Also known as a security freeze, a credit freeze lets you restrict access to your credit report, which in turn
makes it more difficult for identity thieves 

IF THERE ARE DEFAULT SETTINGS on school-provided devices to collect personal student data, how can
the school or I change
those defaults?

WILL MY CHILD’S DATA collected from school-issued devices be de-identified?

WILL THE SCHOOL/DISTRICT or party that provided the school-issued device have remote access to the
device? If so, who can access my child’s device—the school system administrator, people who work for the
software company, administrators, teachers, or more?

CAN EITHER THE PROVIDER or the school turn on the web cam or audio device of a school-issued device?
Are they able to remotely access files and documents or view the device screen?

DOES THE SCHOOL have physical or remote access to my child's passwords on the device?

IF I DON'T WANT my child to be monitored and tracked, will my wishes be respected? Can my child still
participate in the one-to-one or BYOD program?

[DOES THE SCHOOL use location tracking software to monitor the location of school-issued devices? If so,
who can access the location of my child’s device and under what circumstances?

DO SPECIAL RULES APPLY if other members of our family use the school-issued device? n WHO IS
RESPONSIBLE if the school-issued device breaks or is lost?

 HELPFUL HINT:
Schools and districts often use Chromebooks, pre-loaded with Google's G Suite for Education (G Suite), for
their 1:1 programs. The Electronic Frontier Foundation recommends changing the Chromebook and G Suite
default settings to improve student privacy. Step-by-step instructions can be found at
https://www.eff.org/issues/student-privacy/device-settings

 HELPFUL HINT:
A Pennsylvania school district admitted that it remotely accessed the webcams of school-issued laptops,
secretly taking pictures of students in their own homes. The spying incident prompted the district to pay
$61,000 to settle multiple lawsuits.
  
These questions have been adapted from materials developed by Parents Across America. To learn more,
visit www.parentsacrossamerica.org
n HOW MUCH ADDITIONAL TIME, if any, is my child being asked to spend on an electronic device outside of
school hours?
n HOW MUCH IS THIS PROGRAM COSTING the school or district?
n IS THE VENDOR PLANNING TO PROFIT by using my child’s data for marketing or other commercial
purposes?

http://www.vafcf.org/
http://reportfraud.ftc.gov/
http://www.parentsacrossamerica.org/
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TALKING TO TEACHERS, SCHOOLS, AND
DISTRICTS ABOUT STUDENT PRIVACY

 
You don't have to be an expert on privacy law or district policies to raise concerns about student privacy.
Simply schedule an appointment with your child’s teacher or principal and ask some questions to help
open the lines of communication. Here are some suggested questions; you do not need to ask them all.
You can also follow up with some of the additional questions in Appendix D.

 APPROXIMATELY HOW MANY HOURS PER DAY will my child be expected to use an electronic device,
including computers, laptops, tablets, and/or smartphones?

WHAT ONLINE PROGRAMS and classroom applications (apps) will my child be assigned to use in class this
year?

HAVE THESE PROGRAMS and apps been vetted for data privacy, security, and compliance with state and
federal privacy laws?

WHAT DATA IS COLLECTED about my child by the school, its contractors, and any vendors, or operators of
online programs and apps used in classrooms?

WHICH OF THIS DATA is being sent to the state department of education?

ARE THE VENDORS supplying these programs barred from using the data for marketing purposes and
sharing it with other third
parties, and/or subjecting my child to ads?

HOW CAN I ACCESS the data for my child collected and stored by the vendor or operator, the school, the
district, or the state? (See Section II for more information on your rights to access this information under
federal law.)

WHO ON THE SCHOOL STAFF and among school contractors, vendors, or operators has access to my
child’s data?

HOW LONG do the school, contractors, or vendors or operators of online programs and classroom apps
retain my child’s data?

WHAT DATA does the school or device provider (e.g., Microsoft, Apple, Google, etc.) have access to when
my child is using a school- provided device? For example, can the school or device provider access:
ocation information;
• IP addresses;
• camera and microphone;
• browsing history;
• locally stored content; • contacts; or
• anything else not explicitly provided to the school by my c

http://www.vafcf.org/


This report shows just how much
they don’t care about the

transparency issue in data privacy
or rights of parents  

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/LEA_Year12_CombinedReport%20Summary_12-9-20_508.pdf


Letter to State Superintendent   

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/FERPA_annual_letter_2021.pdf


Letter to your local Superintendent 

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/SuperintendentsAnnualNoticeApril2020_0.pdf
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/SuperintendentsAnnualNoticeApril2020_0.pdf


FAIRFAX- only VA county to get this right??
 

https://www.fcps.edu/student-tests-and-assessments/student-assessment-details/social-emotional-screener
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https://checkout.square.site/merchant/ML9W072BSHA7F/checkout/XZH46SAINAX55NSXFTXRNVB5?fs=e&s=cl
https://twitter.com/vaforchildren1?s=21&t=j2S3EfyCa0B-YGFMhrpsKw

